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MOFO Linux

dystrybucja Linuxa oparta o UBUNTU 15.10.

Gléwne cel:
@ obchodzenie wszelkich cenzur natozonych na internet,
@ bezpieczne przegladanie internetu,
@ korzystanie z prawa do prywatnosci w sieci.

Posiada one zainstalowane oprogramowanie pozwalajace na
bezpieczne uzywanie internetu:

o Bitmask,

@ OmnionShare,
o Lantern,

o VeraCrypt,
o BleachBit,
o Open VPN.
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Install (as superuser)

Welcome

Espanol
Esperanto
Euskara
Francais
Gaeilge
Galego
Hrvatski
islenska
Italiano

Kurdi

Latviski
Lietuviskai
Magyar
Nederlands
Norsk bokmal
Norsk nynorsk
Polski

Darkionde

Try MOFO Install MOFO

‘You can try MOFO without making any changes to your computer, directly from this CD.

Or if you're ready, you can install MOFO alongside (or instead of ) your current operating system. This
shouldn't take too long.

‘You may wish to read the
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e aplikacja dostarczajgca tatwa i zaszyfrowana komunikacje,
e oferuje przyjazny interfejs oraz automatyczna konfiguracje,

e szyfrowanie danych odbywa sie na urzadzeniu, na ktérym
jest zainstalowana przez co dostawca ustug internetowych
nie ma do nich dostepu,

@ korzysta ona z protokotu SRP (Secure Remote Password
protocol) dzigki czemu dostawca ustug internetowych nie
ma dostepu do haset loginow.
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Bitmask
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Bitmask Provider Setup

Welcome to Bitmask

Sign up for a new account

Log In with my credentials

Cancel
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Bitmask
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Bitmask Provider Setup

Choose a provider

Configure or select a provider
) Use existingone: https:// | demo.bitmask.net

Configure new provider: ht i

Checking For a valid provider
Can we reach this provider?
Can we establish a secure connection?

Getting provider information.

<Back | [ Next> || Cancel
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Bitmask Provider Setup

Register a new user with demo.bitmask.net

Password is too short

Username: |test123
Password; | *#xs#kx

Re-enter password;: | *###i#e

Cancel
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Bitmask Provider Setup

Register a new user with demo.bitmask.net

User test345123@demo.bitmask.net successfully registered.
& Remember my username and rd

| Next> | | Cancel
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Bitmask Provider Setup
Service selection

Services by demo.bitmask.net
& Encrypted Internet

| Connect | | Cancel
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g 7y Choose password for new keyring
Zainstaluj MOFO Anapplication wants to create a new keyring called 'Default’. Choose the password you want to use for it.
Linux
Password: | ssesssssss

Confirm:

[} Cancel Continue

Logging in.

Cancel

@ Trafficis being routed in the clear
Disabled



Bitmask
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(-] Bitmask
Bitmask Help

demo.bitmask.net

a test345123@demo.bitmask.net Logout

@ = Routing traffic through: demobitmask.net Turn OFF @

¥ 0.00Kb A 0.51Kb
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OnionShare

o Pozwala w bezpieczny i anonimowy sposéb dzieli¢ sie
plikami dowolnych rozmiaréw,

o dziala w oparciu o przegladarke tor ktéra musi caly czas
byé¢ uruchomiona w tle.
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OnionShare
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AddFiles | | Add Folder e

’ Start Sharing (3

& stop sharing automatically
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OnionShare
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-] Onionshare

test.txt (4.0 B)

AddFiles | | Add Folder e

’ Start Sharing

[& Istop sharing automatically;
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Lantern

o Pozwala na uzyskanie dostepu do zablokowanych stron
internetowych,

o tworzy tunel pomiedzy serwerem a uzytkownikiem ktéry
kontroluje zapytania i odpowiedzi przez co takie polaczenie
nie moze zosta¢ zaklocone.
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Lantern - Mozilla Firefox W ® AN 4)) ponpaz 102016 18:52:16 L}
@ Lantern

& ©[127.0011 ¢ | |Q search

BD0.0 MB remaining of your free monthly data

1)

Upgrade to Lantern Pro
Better than a VPN

L3
GET FREE PRO CREDITS or BUY PRO NOW

+/ FasterSpeed +/ UnlimitedData +/ More Blocking Resistance

Already have a Pro account? Log in here




Lantern

Lantern - Mozilla Firefox

® Lantern

127.0.0.

£ Settings

Run Lantern on System Start
Proxy all traffic

Securely report usage statistics to contribute
to Lantern

Manage system proxy
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VreaCrypt

o Aplikacja wprowadza do systemu operacyjnego ulepszone
algorytmy szyfrowania zabezpieczajace przed atakami z
uzyciem brutalnej sity.
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VeraCrypt
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Slot | Volume Size Mount Directory Type
=1
=2
= 3
= 4
=5
=6
=7
=8
=9
=10

= 1

Create Volume
Volume
SelectFile...

wencre [ @ Never save history Volume Tools... select Device...

“

Auto-Mount Devices Dismount All
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Zainstaluj
Linux

VeraCrypt Volume Creation Wizard

VeraCrypt Volume Creation Wizard

@ |Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended
For inexperjenced users.

More information

") Create a volume within a partition/drive

Formats and encrypts a non-system partition, entire external
or secondary drive, entire USB stick, etc.

VeraCrypt

Cancel
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VeraCrypt Volume Creation Wizard

Volume Size

128 MB :

Free space available: 613 MB

Please specify the size of the container to create. Note that the
minimum possible siﬁof avolumeis 292 KB.

VeraCrypt

<Prev || Nexks | | cancel
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VeraCrypt Volume Creation Wizard

Volume Type

@ [standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.

Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (For example,
due to extortion). Using a so-called hidden velume allows you
to solve such situations without revealing the password to
your volume.

More information about hidden velumes

VeraCrypt

<Prev || Nexks | | cancel
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VeraCrypt Volume Creation Wizard
Volume Location

/home/mofo/Desktop/testvera/testvera SelectFile...
& Never save history

AVeraCrypt volume can reside in a file (called VeraCrypt
container), which can reside on a hard disk, ona USB flash drive,
etc. A VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File'
to choose a filename For the container and to select the location
where you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT
encrypt it; the file will be deleted and replaced with the newly
created VeraCrypk container. You will be able to encrypt existing
Files (later on) by moving them to the Verad¥pt container that
youare about to create now.

VeraCrypt

<Prev Next > Cancel
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Linux

VeraCrypt Volume Creation Wizard

Encryption Options
Encryption Algorithm

AES 2 Test
FIPS-approved cipher (Rijndael, published in 1998) that may be used by
U.S. government departments and agencies to protect classified

information up to the Top Secret level. 256-bit key, 128-bit block, 14
rounds (AES-256). Mode of operation is XTS.

N

More information on AES Benchmark

Hash Algorithm

VeraCrypt SHA-512 2| Information on hash algorithms

<Prev Next > Cancel
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Linux

VeraCrypt Volume Creation Wizard

Volume Password

Password: |«
Confirm password: |+ss
] Use PIM
] Display password
] Use keyfiles Keyfiles...

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be
Found ina dictionary (or a combination of 2, 3, or 4 such words). It
should not contain any names or dates of birth. It should not be
easy to guess. A good password is a randem combination of
upper and lower case letters, numbers, and spehal(haratkers.
suchas @ ~ = $ * + etc. We recommend choosing a password
consisting of 20 or more characters (the longer, the better). The
VeraCryp( maximum possible lengthis 64 characters.

Help < Prev Next > Cancel
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Zainstaluj

-

Volume Password

Password: |« .

Confirm password: |ssssssssss

@ VeraCrypt

WARNING: Short passwords are easy to crack using brute
“ force techniques! Keyfiles...

We recommend choosing a password consisting of 20 or  jrd. You should
more characters. Are you sure youwant to use a short Ehat can be
password? such words). It
hould not be
lination of
NES [characters,
password
, the better). The

vEraCrypt maximum possible lengthis 64 characters.

Help <Prev || NexEs Cancel
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Zainstaluj
Linux

VeraCrypt Volume Creation Wizard

Format Options

Filesystem Options

Filesystem type: | NTFS

Volume Format Options

In order to enable your operating system to mount your new
volume, it has to be formatted witlf'a filesystem. Please select a
Filesystem type.

If your volume is going to be hosted on a device or partition, you
can use "Quick Format’ to skip encryption of free space of the
volume.

VeraCrypt

<Prev Next > Cancel
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VeraCrypt Volume Creation Wizard

Cross-Platform Support

1 will mount the volume on other platforms

Choose this option if you need to use the volume on other
platforms.

1 will mount the volume only on Linux

Choose this option if you do not need to use the volume on
other platforms.

VeraCrypt

<Prev || Nexts | | cancel
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VeraCrypt Volume Creation Wizard

Volume Format

RANGOM POO: ¥ %% 45400 e Show
Header Key:
Master Key: [

Randomness Collected From Mouse Movements

-

Done Speed Left

IMPORTANT: Move your mouse as randomly as possible within

this window. The longer you move it, the better. This significantly

increases the cryptographic strength of the encryption keys. Then
VeraCrypt  click Format to create the volume.

Help <Prev |SSFOEmatEs | Cancel
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VeraCrypt Volume Creation Wizard

Volume Format

Random Pool: 86AB9EB625A00537DIBEALCFC3. . [ Show
Header Key:
Master Key:

Randomness Collected From Mouse Movements
f b

Done Speed Left

IMPORTANT: Move your mouse as randomly as possible within

this window. The longer you move it, the better. This significantly

increases the cryptographic strength of the encryption keys. Then
VeraCrypt  click Format to create the volume.

Help <Prev |SSFOEmatEs | Cancel
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Linux

Volume Format

Random Pool: 5491E3F3B337F3537E8B7EDEC3. . & Show
Header Key:
Master Key:

e e—

Please w |
This process may take a long time and VeraCrypt may seem unresponsive.

L

I Speed[ 1 Ler

Done |

IMPORTANT: Move your mouse as randomly as possible within
this window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
VeraCrypt  click Format to create the volume.
(€]

%
o
D
L84
=
i
%
E
=
o
™~




| VEINS<=HODOS

o ® 1y B «)) ponpaz10201619:11:26 ¥

Zainstaluj

-

Volume Format

Random Pool: F4FB161CC20DES3EFB8BFI1DAB. . & Show
Header Key: 697E96A824D7DACBCFA37501F7. .
Master Key: SEFCD8BBA456DC7CC41C7ESCAS. .

i i The VeraCrypt volume has been successfully created.

OK | PlLeft 0s
o Possible within
this window. Th€longer you move it, the better. This significantly

increases the cryptographic strength of the encryption keys. Then
VeraCrypt  click Format to create the volume.

Help <Prev |SSFOEmatEs | Cancel
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VeraCrypt Volume Creation Wizard

Volume Created

The VeraCrypt volume has been created and is ready for use. If
you wish to create another VeraCrypt volume, click Next.
Otherwise, click Exit.

VeraCrypt

| Nexts |
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Zainstaluj
Linux

VeraCrypt Volume Creation Wizard

VeraCrypt Volume Creation Wizard

@ |Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended
For inexperienced users.

More information

") Create a volume within a partition/drive

Formats and encrypts a non-system partition, entire external
or secondary drive, entire USB stick, etc.

VeraCrypt

Cancel
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‘VeraCrypt Volume Creation Wizard

Volume Type

@ [standard VeraCrypt volume

Select this optionif you want to create a normal VeraCrypt
volume.

Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (For example,
due to extortion). Using a so-called hidden volume allows you
to solve such situations without revealing the password to
your volume.

More information about hidden volumes

VeraCrypt

<Prev || MNexts | | cancel
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VeraCrypt

Slot  Volume Size Mount Directory Type
=
=2
=3
=4
=5
=6
=7
=8
=9
=10

=1

Create Volume

Volume %

[home/mofo/Desktop/testvera/testvera SelectFile...

» [ Never save history Volume Tools... select Device...

| Auto-Mount Devices Dismount All
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Slot  Volume Size Mount Directory
=1
=2
= 3

=4
Enter password fo ome/mofo/Desktop/testveraftestver:

=25

=6 | Password: Il | ok
=7

= Use PIM T

=9 Cache passwords and keyfiles in memory
= 10
Display password
= 11
Use keyfiles Keyfiles...
Cre| PKCS-5PRF: | Autodetection - TrueCrypt Mode | Options >

Volu

/home/&ofo/l}esktop/testvera/teslvera SelectFile...

= B Never save history Volume Tools... select Device...

“

| Auto-Mount Devices Dismount All
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VeraCrypt

Slot  Volume Size Mount Directory | Type
=1 /home/mofo/Desktop/testvera/t.. 127 MB /media/veracrypti Normal
=2

=3

=4

=5

=6

=7

=8

=9

= 10

=1

Create Volume Volume Properties...

Volume
[home/mofo/Desktop/testvera/testvera SelectFile...

» [ Never save history Volume Tools... select Device...

Dismount | Auto-Mount Devices Dismount All




BleachBit

o Uwalnia przestrzen dyskowa

o Czysci pamie¢ cache, usuwa pliki cookie i historie
przegladania

e ,Szatkuje” pliki tymczasowe i logi systemowe

o Czysci programy takie jak: Firefox, Internet Explorer,
Adobe Flash, Google Chrome, Opera, Safari i wiecej

o Wedtug Trey Gowdy usuwa prywatne pliki tak dobrze, ze
"even God can’t read them”

e Pozbawiony oprogramowania szpiegowskiego i dodatkéw do
przegladarek

@ Przeznaczony na platformy Linux i Windows

o Przetlumaczony na 64 jezyki w tym Polski
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BleachBit

Q Podglad () wyczysc

autoclean
autoremove
clean
Listy pakietow
¥ Bash
Historia
[¥ Evolution
Pamiec podreczna

Historia adreséw URL
oria formularzy
Historia pobierania
Kompaktowanie bazy danych
Kopia zapasowa plikow
Magazyn DOM
Pamigé podreczna
Pliki ciasteczek
Preferencje strony
Przywrocenie sesji
Raporty o awariach

Aktywny Rozmiar|

@@@@@@@@@g@@@

196,6kB

9,7MB
4,1kB.
98,3kB
amB.
131,1kB.
229,4kB

1,7MB

S ® ty = <) ponpaz 1020161

Usuri historie uzywania 0 fhome/mofo/.mozilla/
firefox/7ddow207.default/places.sqlite

Usun 196,6kB /home/mefo/.mozilla/
firefox/7ddOw207.default/formhistory.sqlite
Kompaktowanie bazy danych 0 /home/mofo/.mozilla/
firefox/7ddow207.default/webappsstore.sqlite
Kompaktowanie bazy danych 9,3MB fhome/
mofo/.mozilla/firefox/7ddOw2e7.default/
places.sqlite

Kompaktowanie bazy danych 0 /nome/mofo/.mozilla/
firefox/7ddOw207.default/permissions.sqlite
Kompaktowanie bazy danych 393,2kB /home/
mofo/.mozilla/firefox/7ddow2o7.default/
cookies.sqlite

Kompaktowanie bazy danych 0 /home/mofo/.mozilla/
firefox/7ddOw207.default/content-prefs.sqlite

Usuri 4,1kB /home/mofo/.mozilla/
firefox/7ddow207.default/bookmarkbackups/
bookmarks-2016-04-08_17_HtivFp3YKw7b5LetPFXoyw:
Usuri 98,3kB /home/mofo/.mozilla/
firefox/7ddow207.default/webappsstore.sqlite

Usun 258kB /home/mofo/.cache/mozilla/
firefox/7ddOw207.default/safebrowsing/goog-
unwanted-shavar.pset

Usuri 4,1kB /home/mofo/.cache/mozilla/
firefox/7ddow207.default/safebrowsing/goog-
unwanted-shavar.cache

Usun 208,9kB /home/mefo/.cache/mozilla/
firefox/7ddow207.default/safebrowsing/goog-
unwanted-shavar.sbstore
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Q Podglad () wyczysc

Nazwa

Preferencje strony
Przywrocenie sesji
Raporty o awariach

¥ Glebokie skanowanie
.DS_Store
Kopia zapasowa plikow
Pliki tymczasowe
Thumbs.db

" System
Kosz

Lista ostatnio uzywanych dokumentow

Lokalizacje jezykowe

Niestandardowe

Obrécone dzienniki

Pamigc

Pamigé podreczna

Pliki tymczasowe

Schowek

Uwolnij przestrzen dysku

wadliwe pliki .desktop
v X1

Dzienniki debugowania
16MB

Aktywny  Rozmiar (N

A AQEQAAAAAAEAQeea@a

51,8MB

4,1kB]
50,5MB)|

77,8kBj

1,2MB
12,3k8|
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Usun 0 /home/mofo/.cache/compizconfig-1

Usun 0 /home/mofo/.cache/upstart

Usun 0 /home/mofo/.cache/wallpaper

Usuri 0 /home/mofo/.cachefibus

Usun 0 /home/mofo/.cache/fontconfig

Usun 0 /home/mofo/.cache/dconf

Usun 16,4kB /home/mofo/.cache/event-sound-
cache.tdb.7f829b22dfd84c92be21e67de92004d1.x86_4
pclinux-gnu

Usun 0/tmp/.veracrypt_aux_mnt1/volume

Usun 0/tmp/.veracrypt_aux_mnt1/control

Usuri 4,1kB /tmp/sni-qt_python2.7_5400-pvPEy8/icons/|
hicolor/22x22/apps/
python2.7_5409_a760b7821ee8514c38f2bc945ae27eb1
Usun 4,1kB /tnTp/sni-gt_pythen2.7_5400-pvPEy8/icons/|
hicolor/22x22/apps|/
python2.7_5400_5f5b9dbf63df002802F3262110e8ecOc.|
Usun 4,1kB /tmp/sni-gt_python2.7_5400-pvPEy8/icons/|
hicolor/22x22/apps/
python2.7_5400_3bae78a2f435ac0f179e935284f5210a.]
Usun 0 /tmp/unity_support_test.1

Usun 0 /tmp/config-err-Xpb5El

Schowek 7B

Pamiec¢?B

Nadpisz wolng przestrzen dysku fhome/mofo/.cache ?
B

Przestrzen dysku do odzyskania: 51,8MB
Pliki do usunigcia: 52062
Specialne operacie: 8




CJDNS

Jest protokotem komunikacji i wymiany informacji pomiedzy
komputerami. W zalozeniu ma by¢ prosty do skonfigurowania i
ma zapewnia¢ wszechobecna ochrone. Opiera si¢ o szyfrowana
sie¢ IPv6 uzywajac asymetrycznej kryptografii. Ten sposéb
szyfrowania wiadomo$ci umozliwia przesylanie wiadomosci
ktore mogg zostaé¢ odszyfrowane tylko z uzyciem ,,prywatnego
klucza” znanego jedynie nadawcy. Dla utatwienia komunikacji
Ssprywatne klucze” mozna taczy¢ z ,publicznymi kluczami”
dzieki czemu nadawca i odbiorca zachowuja swoje ,,prywatne
klucze” tylko dla siebie.
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CJDNS/HYPERBORIA CONTROLLER
Please pick From this
Pick A
© Stop CIDNS

Start CIDNS
Restart CJDNS
Check CJDNS status
Check CJDNS peerstats
Update CJDNS
Set IPv4 Peers (json formatted)
Sset IPv6 Peers (json formatted)
Use config file (-
Create new config file (/etc/cjdroute.conf)

()
)
@)
<
b3
U
4
E
-
o
e




Jest platforma peer-to-peer ktéra zapewnia anonimowosé
podczas komunikacji i udostepniania informacji w sieci. Posiada
ona wbhudowane narzedzia do ukrywania tozsamosci
uzytkownika, niektére strony internetowe sa dostepne tylko za
posrednictwem tej platformy co umozliwia swobodna wymiane
plikéw oraz prywatne rozmowy na forach.
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test.kxt
(-} FREENET INSTALLER

Install Freenet Application
Pick Action
© Install Freenet Application
Do Not Install Freenet Application
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IzPack - Instalacja programu Freenet
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Set Up Freenet - Freenet - Mozilla Firefox

# SetUp Freenet-Fre... x
127.0.0.1 c wBa ¥ 4 O =

a FAQ... | x
2,
>

% Set Up Freenet

=

Connect to any Freenet user: (low security) Connect only to friends: (high security) Detailed settings: (custom)

If you live in a relatively free country where

running Freenet is legal, you can choose this If you know several people you want to connect
option. It is much safer than traditional P2P to, this setting allows you to create your own
software like BitTorrent or Gnutella, but an Freenet darknet for vastly improved security. If
attacker with moderate resources may be able  you only have a few people it may not be very
to trace your activity on Freenet back to you. If  useful, but if some of them know others, or have
you have friends who also run Freenet, you can low security set, you can have a very large
improve security by adding them as Friends, network.

then connecting only to them.

If you want more fine-grained control, this option
lets you set up Freenet according to your own
privacy needs. It will take a bit longer than the
other two options.

Choose custom security

Choose high security
Choose low security

Polski =

g

B L EELRE ST 1-F



FreeNet

Browser Security Advisory - Freenet - Mozilla Firefox ® ® 4 t B 1) ponpaz10201619:34:01 {iF

<% Browser Security Ad... x

€ 127.0.0.1 e wBa ¥ & O =
2,

Browser Security Advisory
‘You could use privacy mode or a separate browser to improve security
You are using a reasonably recent browser which should be relatively safe. However it will record what you browse on Freenet in its history. You

could use privacy/incognito mode to prevent this. It can also be cleared manually but this will usually leave some traces.

Most web browsers, apart from Microsoft Internet Explorer, will work adequately with Freenet, for example Firefox, Opera, Safari, Chrome, and
Lynx are known to work. You should install one of these, then copy the current URL from the location bar, and open it in your new browser.

Back Next
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@ < Datastore Size-Fre... *
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Datastore Size

Datastore size

Please select a size for your datastore. Recommended values lie between 1GiB and 20GiB. A smaller datastore can result in problems
downloading files, a larger datastore is beneficial to the network but might slow down your computer due to high filesystem load, especially
in the first few hours after installation. The datastore acts like a cache; storing data for the network will help you to get better throughput
when requesting popular files. The more space you can afford the better it is for the community and the faster your node and especially your
downloads will go.

256 MiB ~
Back Ne)l}
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@ =% Bandwidth Limits -F... x
.l ¢ 127.0.0.1 c wBa ¥ 4 O =
2
—Z, . .
=& Bandwidth Limits

Bandwidth Limits

Does your internet connection have a monthly data limit?
Yes No

Back
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<% Bandwidth Limits-F... x

€ 127.0.0.1 e w8 $ & O =
2,

Bandwidth Limits

Transfer Rate Limit

How fast is your Internet connection? Freenet should use no more than half of it. You can change this setting later on the Konfiguracja rdzenia
page. Note that 1 megabit per second (1 Mbps) = 125 kilobytes per second (125 KB/s).

Connection type Download limit Upload limit Select
Detected speed (use half) 5.96 MiB/s (= 47Mbps) 5.96 MiB/s [« ] (Recommended)
4 megabits 256 KiB/s (= 2Mbps) 16.0 KiB/s
6 megabits (average ADSL1) 384 KiB/s (= 3Mbps) 16.0 KiB/s
8 megabits (fast ADSL1) 512 KiB/s (= 4Mbps) 32.0 KiB/s
12 megabits (slow ADSL2) 768 KiB/s (= 6Mbps) 64.0 KiB/s
20 megabits (fast ADSL2, fast cable) 1.25 MiB/s (= 10Mbps) 64.0 KiB/s
VDSL (20/5) 1.25 MiB/s (= 10Mbps) 320 KiB/s
100 megabits (fibre) 2.0 MiB/s (= 16Mbps) 2.0 MiBfs.

Enter a custom bandwidth limit

Back NexEt
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<% Freenet - Freenet
€ 127.0.0.1 c w8 $ & O =

~Z,

2 Freenet

N
Pr: Filesharing Przyjaciele Rozmowy Status Konfiguracja KeyUiils

Please free up some disk space! Q

There is not enough free space available in /home/mofo/Freenettemp. Browsing Freenet, starting new downloads etc will not work reliably until
you free up some disk space. Please delete or move some files. Alternatively you can change the disk space limit on the Configuration page
("Minimum free disk space” etc under Core Settings in advanced mode).

Hide

Moje zakladki[Edif]

Katalog stron Freenetu:
Enzo's Index (Links to most Freenet web sites, sorted by category to make it easier to find what you want)
The Filtered Index (An index without pornographic or shocking sites)
Nerdageddon (An index with the most offensive content removed)
Freenet related documentation
Freenetproject Website Mirror (The official Freenet Project website)
Freenet Social Networking Guide (Przewodnik po anonimowej komunikacji we Freenecie)
Publish! (Jak opublikowac strone web we Freenecie)
Freesite HOWTO (Jeszcze jeden przewodnik opisujacy tworzenie stron dla Freenetu)
Freenet Privacy and Software Site (Best Practices for Freenet Users)

Freenet Documentation Wiki (Wikipedia Freenetu)

Thn L InAinial FAC Friirdn (Tha | inafinial Susinn tn CAC (Famime sunr Frannsil
Komunikaty: 1 Warnings, 2 Minor Pals| Przelacz w tryb dla zaawansowanych Poziomy bezpieczenstwa: NISKIE NISKIE
1142
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<% Freenet - Freenet

€ 127.0.0.1 c wBa ¥ 4 O =

d:

y Katalog stron Freenetu:
Enzo's Index (Links to most Freenet web sites, sorted by category to make it easier to find what you want)
The Filtered Index (An index without pornographic or shocking sites)
Nerdageddon (An index with the most offensive content removed)
Freenet related documentation
Freenetproject Website Mirror (The official Freenet Project website)
Freenet Social Networking Guide (Przewodnik po anonimowej komunikacji we Freenecie)

Publish! (Jak opublikowa¢ strong web we Freenecie)

Freesite HOWTO (Jeszcze jeden przewodnik opisujacy tworzenie stron dla Freenetu)

Freenet Privacy and Software Site (Best Practices for Freenet Users)

Freenet Documentation Wiki (Wikipedia Freenetu)

The Unofficial FMS Guide (The Unofficial Guide to FMS (Forums over Freenet))
Programy i dokumentacja spokrewnione z Freenetem:

Freenet Message System (Message boards over Freenet) b

Freemail (Poczta email poprzez Freenet)

Sone (Spoleczny chat przez Freenet)

iSite (Podstawowe narzedzie do umieszczania stron web we Freenecie)
Blogi zespotu Freenetu:

Toad (Osobisty blog szefa programistéw Freenetu)

Bombe (Osobisty blog twércy Sone)

xor (Osobisty blog twércy Freetalk)

operhiem1 (Freenet release manager's blog)

Komunikaty: 1 Warnings, 2 Minor ~ Polsl

Przelacz w tryb dla zaawansowanych Poziomy bezpieczenstwa: NISKIE NISKIE
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Open VPN

Pakiet oprogramowania ktéry tworzy bezpieczne polaczenia
,punkt-punkt” inaczej zwane tunelami. OpenVPN oferuje kila
metod uwierzytelniania:

o Klucze
o Certyfikaty

o Nazwa uzytkownika i haslo
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Open VPN
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>

Terminal

File Edit View Search Terminal Help

Add mirror urls te ~/softether/mirrors.txt
You have some choices:

1. open vpn connection

2. close vpn connection

3. exit

Please select an action:
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>

Terminal
File Edit View Search Terminal Help

Add mirror urls te ~/softether/mirrors.txt
You have some choices:

1. open vpn connection

2. close vpn connection

3. exit

Please select an action:
Retrieving best server for you, please wait ...

http://p361244-ipngn5301souka.saitama.ocn.ne. jp:4507/a1pi/iphone/

**Failed to access the mirror**
http://pdadd7da3.tokynto1.ap.so-net.ne.jp:16169/api/iphone/
**Failed to access the mirror**
http://61.83.60.103:44659/api/iphone/

Connected to mirror!

vpn server list is compiled, with 97 servers
100%

sort list by ping value ...

Here are the best 15 servers for you:

OINS<=RODOBD
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Terminal

File Edit View Search Terminal Help

Connected to mirror!

Vpn server list is compiled, with 97 servers
100%

sort list by ping value ...

Here are the best 15 servers for you:

No. ping IpP PingGoogle Speed Region Type
o 33 109.109.239.106 2 11Mbps UnitedKingdom tcp
2. 39 37.201.243.158 23 12Mbps Austria udp
BE 56 78.83.223.9 46 9Mbps Bulgaria udp
4. 64 92.177.82.76 10 9Mbps Spain udp
5. 81 78.228.203.126 78 2Mbps France tcp
6. 107 212.251.54.14 65 7Mbps Greece tep
7. 153 73.211.179.51 31 14Mbps UnitedStates tcp
8. 182 88.125.110.53 - 6Mbps France tep
9. 199 103.217.110.145 58 9Mbps Bangladesh tcp
10. 202 41.138.189.142 302 6Mbps Nigeria tep
11. 215 189.176.108.78 65 1Mbps Mexico tcp
12. 265 27.116.63.94 I 39 1Mbps Cambodia tep
13. 284 60.68.187.97 304 14Mbps BEDLED] tcp
14. 288 133.205.105.242 16 EELLTE RELEL tep
15. 290 201.215.183.239 26 @Mbps Chile tcp

Please select a server: I
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Aplikacja mobilna umozliwiajaca obejécie cenzury w internecie,
zabezpiecza uzytkownika przed kradzieza plikéw cookies przez
ogolnodostepne sieci WiFi.
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File Edit View Search Terminal Help
Gtk-Message: GtkDialog mapped without a transient parent. This is discouraged.

PSIPHON CONTROLLER
Start and stop Psiphon
Pick Action

© start Psiphon
stop Psiphon
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Terminal

File Edit View Search Terminal Help

Gtk-Message: GtkDialog mapped without a transient parent. This is discouraged.
Updating the server list...

--2016-10-10 19:25:40-- https://psiphon3.com/server_list

Resolving psiphon3.com (psiphen3.com)... 54.192.150.88, 54.192.150.241, 54.192.1

50.183, ...
Connecting to psiphon3.com (psiphon3.com)|54.192.150.88]:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 640941 (626K) [application/octet-stream]
saving to: ‘server_list’

server_list 100%[ =

>] 625,92K 105KB/s  1in 6,4s
2016-10-10 19:25:50 (98,5 KB/s) I ‘server_list’ saved [648941/640941]

DEBUG: OSSH connection: Server does not support 0SSH n
Trying next server.

Your SOCKS proxy is new running at 127.0.0.1:1080

Press Ctrl-C to terminate.

1476127560681 addons.xpi WARN Exception running bootstrap method insta
11 on loop@mozilla.org: [Exception... "Component returned failure code: ox8000ff
ff (NS_ERROR_UNEXPECTED) [nsIPrefBranch.getBoolPref]" nsresult: "0x8000ffff (NS
_ERROR_UNEXPECTED)" Tlocation: "JS frame :: resource:/fgre/modules/addons/XPIPro

VPN, SSH, and HTTP proxy W
technologies to keep users connected
at all times with simple user-friendly

mobile software.

VomNS=HODOS
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The software is built on technology that @

connects people as a response to the
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Psiphon | Beyond Borders - Mozilla Firefox [ 1y 4)) ponpaz 102016 19:27:37 {}
on | Beyend Bo... x Messenger for What... *

psiphon.ca,

- pSIPHON. -

umwwmﬂ

The Internet is not World Wide if someone somewhere is denied access.
Everyone has the right to freedom of opinion and expression.
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Tor messanger

Obstuguje takie komunikatory jak Jabber (XMPP), IRC,
Google Talk, Facebook Chat, Twitter, Yahoo i wiele innych.
Wymiana informacji odbywa sie za pomoca sieci Tor ,,poza
zapisem” .
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Zainstaluj MOFO
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Tor Network Settings

Before you connect to the Tor network, you need to provide
information about this computer's Internet connect

Which of the Following best describes your situation?

Iwould like to connect directly to the Tor network.
This will work in most situations.

Connect

This computer's Internet connection is censored or proxied.
I need to configure bridge or local proxy settings.

Configure

For assistance, contact help@rt.torproject.org
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Before you connect to the Tor network, you need to provide
information about this computer's Internet connect

Which of the Following best describes your situation?
Iwould like to connect JECKSINE (TR
This will work in mosts
Connecting to the Tor network
. Loading authority certificates

Connect
This computer's Internf
I need to configure brid NN

Configure Please wait while we establish a connection to the
Tor network.

N

For assistance, contact HeIP@TEOTPrOjectorg

1. Copy Tor Log To Clipboard



